AVUEH3UOHHbIE YCAOBUA HA MO WEBLOCK. WAF*(Tapaa WAF)!

1. CPPEPA AEMCTBMA
1.1. HacToawme AULLEH3MOHHbIE YCAOBMS PACTPOCTPAHAOTCH HO MO OOO «BEBAOKY.

1.2. IO OO0 «BEBEAOK» (aaaee no Tekcty — «[1O») BKAOHOET B cebs nporpammy aas IBM
(MPOrpPaMMHBIM KOMMAEKC), MPOBO MCMOAb3OBAHMA KOTOPOro nepeAdeTcs OT MCNOAHUTEAS
(AaAee Takke —«AnueH3napy) (aasee Takke — «IMOAb30BATEAIOY), A TAKXE ALOBYIO AOKYMEHTALLMIO
K nporpamme aAqd OBM  (MpOrpamMMHOMY  KOMMAEKCY) UM MOCTOBASEMBIE  MAM
PACMPOCTPAHIEMbIE  ODHOBAEHMA WM YCOBEPLUEHCTBOBAHMA K MPOrPAMME  AAS  OBM
(MPOrPAMMHOMY KOMMAEKCY).

1.3. PAKTOM MOAYYEHMUS, YCTAHOBKM, KOMUPOBAHMSA UAM MCMOAb30OBAHMA [TOA APYrMM COCOBOM
[MOAb30OBATEAL MPU3HAET AQHHBIE AULLEH3MOHHBIE YCAOBMS.

1.4. NO komnanum OO0 «BEBAOK» 3aLLMLLIEH AEMCTBYIOLLIMM 3AKOHOAOQTEABCTBOM POCCUIMCKOM
Peaepaunmt 06 MHTEAAEKTYAABHOM COBCTBEHHOCTU, A TAKXKE MEXKAYHAPOAHBIMM AOTOBOPAMM,
KOHBEHLMAMM 1 MHBIMM AKTAMM OO MHTEAAEKTYOAABHOM COOCTBEHHOCTH.

2. NMPEAEABI MCTTOAB3OBAHMA MPOTPAMMHOIO OBECIEYEHMA

2.1. TIOAB3OBATEAL MOXET MUCMOAL30BATH MO TOABKO B MPEAEAOX, YCTAHOBAEHHbLIX HACTOALLMAMM
AVLEH3NOHHbIMK YCAOBUAMM.

2.2. NO npeaocTasaseTcs NOAb30OBATEAIO HO YCAOBMSAX MPOCTOM (HEUCKAIOYUTEABHOM) AULLEH3UM.
2.3. [oAb30BATEAb BMPABE MCMOAb30BATH [1O TOABKO CAEAYIOLLIMMKM CMOCOOAMM:

e [1O. MNOAb3OBATEAb MOXET BOCMPOM3BECTU (YCTAHOBUTL, 3AMMCATh), XPAHUTL U MCTMOAb30BATH
TOABKO OAHY KomMio 1O HA COTAGCOBAHHOM C  AMUEH3UMAPOM OBOOPYAOBAHMM MAM HA
0O0OPYAOBOHMM, YKA3AHHOM B HACTOSLLEM AOroBope (adAaee no tekcty — «COrAQCOBAHHOE
0BOPYAOBOHMEY), O TAKXKE MOXET MCMOAb30BATh TOABKO OAMH 3K3EMIMASD AOKYMEHTALMM K MO,
CoraacoBaHHOE 0BOPYAOBAHME YKO3bIBOETCH B AOKYMEHTALMKU K MO AMBO MUCbMEHHO (B TOM
YMCAE, C UCMOAb3OBAHMEM CDAKCA, DASKTPOHHOM MOYThI) CoraacyeTcs CTOPOHAMM.

2.4. TIOAB3OBATEAID 3AMPELLLAOTCA BCE MPOYMe Cnocobbl MCNOAb30BAHMA 1O, kpome crnocobos,
YKQO3QHHbIX B M.2.3. AULLEH3MOHHbIX YCAOBUIM, B TOM YMCAE (HO HE OFPAHMYMUBAACH STUM): OBPATHOE
MPOEKTUPOBOHME, AEKOMMMAMPOBAHME, AM3ACCEMBOAUPOBAHME, MCNPOBAEHME FBHbIX OLLIMOOK,
OTAEAEHUE KOMMOHEHTOB O AAS MUCMOAb30OBAHMS HA KAKOM-AMBO APYrom OBOPYAOBOHMM,
BKAIOYEeHME T1O  MAM  ero 4aCTM B COCTAB  APYIOro MNPOrpaMMHOIo  obecnedeHus,
Pa3PABATLIBAEMOTO MNMOAL3OBATEAEM UAM TPETbEM CTOPOHOMU. NCKAIOHEHMEM ABASETCA MPIAMOE
MMMNEPATUBHOE YKA3OHWE AEMCTBYIOLLLETO dPEeAEPAABHOTO HOPMATMBHOTO OKTA POCCHMMCKOM
Peaepaumm, paspellaollee  MCNoAb3oBath MO  cnocobom, He YKA3QHHbIM B M.2.3.
AMLLEH3MOHHBIX YCAOBMM, HE YCTOHOBAMBAIOLLLEE HEOBXOAMMOCTb COFAQCOBAHMA TAKOTO
MCMOAB30OBAHMS C MNPABOOOACAATEAEM, MPU YCAOBMM, HTO [MOAB3OBATEAL MOAMAAQET MOA
IOPUCAMKLIMIO POCCUMCKOM Peaepaumm.

2.5. TIOAb30OBATEAD MOXET MCMOAb3OBATL 1O TOABKO B TEYEHME CPOKA, YKA3AHHOroO B
AMLLEH3MOHHOM AOTOBOpPE. N0 OKOHYAHMM YKA3OHHOTO CPOKA NOAb30BATEAL (AULEH3MAT) OOA3AH
NPEKPATUTL MCMOAb30BAHME MO, YAOQAUTL BCe Kommm MMO.

2.6. TToAb30BATEAL OBA3AH M3MEHUTb MAPOAb U AOTUH 10, YCTAHOBAEHHbLIE MO YMOAYOHMUIO.

2.7. TlOAb30OBATEAL CAMOCTOATEABHO oObecneumBaeTr paboty 1O  (BKAIOHAOS  3QLLUMTY  OT
HECOHKLUMOHUPOBAHHOTO  AOCTYMNA, MUHbIE AEMCTBMSA, HeobXxoaMMbIeE AAS  obecnevyeHms
BesonacHoctm pabotbl MO). OO0 «BEBAOK)/ AMLEH3NMAPD HE HECYT OTBETCTBEHHOCTM 30 YObITKM
MOAb30BATEAR, MPUYMHEHHBIE TTOAB3OBATEAID B PE3YABTATE HEBBIMOAHEHMS UAM HEHOAAEXKALLLETO
BbIMOAHEHMS  [MOAB3OBATEAEM  OOS3AHHOCTEM, MPEAYCMOTPEHHbBIX  HACTOSLLIMA  MYHKTOM
MporAoxXeHMs.

2.8. AULEH3MAP He TFapaHTUPYET KOPPEKTHY paboty MO B CAydyae ero YCTAHOBKM HA
ANMAPATHYIO NAATAOOPMY, HE COOTBETCTBYIOLLLYIO MMHUACABHBIM TEXHUHYECKMM TPEOOBAHUSIM,
YCTAOHOBAEHHbIM AULLEH3MAPOM.
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2.9. B UeAdX CBOEBPEMEHHOTO BbISBAEHMS HOBbIX YIPO3 MHAOOPMALMOHHOM BE30MACHOCTH
MMOAb30BATEAL COTAQLLIQETCS HO MEPUOAMYECKOE ABTOMATMHECKOoe obpalueHue MO k base
PELUAOLLMX MPABUA AMLEH3MAPA™ AAT LLEAM MMMNOPTA AQHHbIX.

AAS LEAEN MCCAEAOBOHMS OKTYAAbHbIX Y03 MHODOPMALIMOHHOM 6E30MACHOCTM MNOAb30OBATEAD
COTAQLLQOETCS HA MNPOBEAEHUE AULEH3IMAPOM UCCAEAOBATEABCKMX PABOT C MCMOAb3OBAHUEM
MO, HE OKA3bIBAIOLLIMX BAMSHKMS HAO paBoTocnocoBHOCTb 0.

B LeAdIX MOMOAHEHMS ©A3bl PELLUAIOLLIMX MNPABMA AMLIEH3MAPA, [1OAB30OBATEAL (AMLLEH3MAT)
COTrAQLLIAETCS HO OBTOMOTUYECKMM DKCMOPT CASAYIOLLMX AGHHBIX 13 T10:

* BHELLHEW MAPLLPYTHOM MHADopMAUMK (bgp);

e ObBe3AmYeHHOM  MHGOPpMaUMKM OO  ATAKOX/AHOMOAMAX/AKTMBHOCTM  BoT-ceten  (ip-
AAPECOB/MOPTOB, MPOTOKOAOB, PA3MEPOB MAKETOB, GOAQrOB, MHTEHCMBHOCTKM bps/pps - 6e3
MHApoPMALMM OB OBBLEKTAX, KAMEHTAX, OCODEHHOCTIX CETU M OBOPYAOBAHMS).

*Ba3a peLlatoLLmMX NPOBUA AUMLLEH3MAPA - 3TO BA3A AQHHbIX, KOTOPAS COAEPXUT CUTHATYPbI AAS
BbISBAEHMA GHOMOABHOM OKTMBHOCTM B CeTU MHTEpHET. CUIHATYPblI MOTYT BKAIOYATbL B ce04 IP-
aapeca, npotokoabl, TCP/UDP-noptbl, DPI-NpaBMAG 1 ApyrMe XAPAKTEPUCTUKM, MO3BOASIOLLME
MAEHTUAOMLMPOBATL COOTBETCTBYIOLLLYKO OKTUBHOCTb.

3. MCKAIOYMTEABHOE MPABO

3.1. NckatoumteAbHOE Mparo HA MO, Aobble rpadomyeckme M30B0PAKEHMS U TEKCTbI, BKAKOYEHHbIE
B MO, ayAMOBU3YQAbHbIE M300POXKEHUS, Mopoxaaemble 1O, MOATOTOBUTEAbHLIE MATEPUMAALI,
MOAYYEHHbIE B X0AE Pa3paboTtku MO, npuHaarexmt OOO «BEBEAOKM.

4. MPOrPAMMHOE OBECTIEYEHNE TOABKO KAK MHCTPYMEHT

4.1. MO NpeACTaBAIeT COBOM TOABKO MHCTPYMEHT B MOMOLLIb [TOAB3OBATEAID, O HE CPEACTBO
MPUHSTUS PELLEeHMM BMECTO OAb3OBATEASN MAM KOTO-AMBO M3 €ro COTPYAHMKOB. MHApOpMALIMS,
npeaocTtaBasemas MO, 6a3mpyeTcs HO ONPEAEAEHHbBIX AOMYLLIEHUSX, KOTOPbIE AMOTYT OKA3AThCS
HEMPUAMEHUMbBIMIM K KOHKPETHBIM OBCTOSTEALCTBAM [OAB3OBATEAS.

5. OTPAHNYEHHAA TAPAHTUA HA MPOTPAMMHOE OBECTEYEHME

5.1. AmueHsmap rapantmpyet, 4to MO ByaeT HOAAEXALLMM OBPAa3oM dOYHKLMOHMPOBATH B
TEYEHME CPOKQA, YKA3ZAHHOTO B Cneumdoukaumm. Haaaexallee oyHKUMOHUPOBAOHME O3HAYAET,
4yTo0 pabota MO ByaeT B 3HAYUTEABHOM MEPE COOTBETCTBOBATL HA3HA4YEHMIO MO.

5.2. EcAam MO He ByaeT PYHKUMOHUPOBATL TAKMM OBPA30M B TEYEHME OBO3HAYEHHOIO NEPUOAC
BOEMEHM, AULEHIUMAP MPEANPUMET PA3YMHBIE MEPbLI K YCTPAHEHWMIO OECNAATHO AAf
MOAB30BATEAR MPOrPAMMHBIX OLLMOOK (MOAAEPXKAHMIO pPabBotocnocobHocT [O) C ueAbto
obecneymtb HoareXalee PYHKUMOHUPOBAHME O Npu YyCAOBUM HTO:

* 1O MUCMOAB3OBAOACS B COOTBETCTBUM C AOKYMEHTALMEMN, MPEAOCTABAEHHOM AMLEH3NMAPOM
BmecTe ¢ MO, n Ha COrAaCoOBAHHOM OBOPYAOBAHMM;

* [lIOAb30BATEAb MUCBMEHHO YBEAOMMUT AUMLEH3IMAPA O MPOTPAMMHbIX oLmMbKax m onuLuet
XAPAKTEP MPEANMOAAraeMbixX OLLIMBOK U YCAOBUA, MNP KOTOPbLIX OHU MMEIOT MECTO;

* AMUEH3MAP Mpu 30TPATE PA3YMHO HEOOXOAMMBIX YCHAMIA  CMOXET MOATBEPAMTDL
CYLLLECTBOBOHME MPOTPAMAMHbIX OLLIMOBOK, O KOTOPbIX [TOAB30BATEAL YBEAOMMA AULLEHINAPA;

* 10 HE MOAUDOULMPOBAACS [TOAB3OBATEAEM MAK KAKOM-AMDO TPETbEM CTOPOHOM.
¢ [lOAB3OBATEAL M3MEHUA MAPOAbL U AOTUH MO, YCTAHOBAEHHbBIE MO YMOAYAHMIO.
CpoOK, yKA3aHHbIM B M. 5.1., HE MPOAASETCS HA BPEMS YCTPAHEHMS OLLMBOK.

5.3. AMLEH3MAP NPEANPUMET PA3YMHbIE MEPLI K YCTPAHEHMIO BeCNAATHO AAS [TOAB30OBATEAS
MPOrPAMMHBIX OLLMBOOK (MOAAEPXAHUIO pabotocrnocobHocTn [10) C ueAblo obecneymTb
HaAaAeXxalllee OYHKUMOHUMPOBAHME [1O B CPOKM, COTAQCOBAHHbIE CTOpoHAMM. [lepuroa
MNOAAEPXKKM PABOTOCNOCOBHOCTM YKA3AH B M.5.1. HacCTOALLETO [TPUAOXKEHMA.
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5.4. Ha atane BHeApEHUs 1 SKCNAyaTaumm MO AOMYCKAIOTCH AOXKHO-MO3UTUBHbBIE CPADATHIBAHMS,
TO eCTb OAOKMPOBKA AETMTUMHOIO MOAB3OBATEAS. AQHHAS OCOBGeHHOCTh MO He gBAfeTCa ero
HEAOCTATKOM M YCTPAHIETCA MO MEPE HACTPOMKM U AQABHEMLLIEN SKCNAyaTaumm [MO.

5.5. TAPAHTHA, YKO3AHHAOSA B M.5.1. AULLEH3NMOHHbBIX YCAOBUM, IBAAETCH EAMHCTBEHHOM TAPOHTUEN,
NPEAOCTOBAIEMOMN CO CTOPOHbI AULLEH3MAPA OAB3OBATEAID. HUKAKMX MHBIX FTAPAHTMM, B TOM
YUCAE, BO3HMKAKOLLMX M3 OObIMOEB AEAOBOTO OO0POTA, MPAKTUKM TOPTOBAM, HOPM AEMUCTBYIOLLLETO
30KOHOAQTEABCTBA, TAPAHTMM  PLIHOYHOTO KAYECTBA MAM  MPUIOAHOCTM  AAS  KOHKPETHOTO
MCMOABb30OBAHMY,  MPIMO  OFOBOPEHHBLIX  MAM  MOAPA3YMEBAEMBIX, [MOAB3OBATEAID  HE
NPEAOCTABASETCS.

NCKAIOHEHMEM SBASETCS MPAMOE MMMEPATMBHOE YKA3OHWME AEMCTBYIOLLLETO dOEAEPAABHOIO
HOPMATMBHOIO  OKTA  Poccumckom — Peapepaumu,  MPEAOCTOBASIOLLLEE  [TOAB3OBATEAIO
AOMOAHUTEABHYIO  TAPCQHTMIO, HE  YKA3aHHYl0 B M.5.1.  AMUEH3MOHHBIX YCAOBWMM, He
YCTAHOBAMBAOLLLEE HEOBXOAMMOCTb COTAQCOBAHMUS TAKOM FAPAHTUM C MPABOOBAAACTEAEM, MPU
YCAOBMM, YTO NOAB30BATEADL MOANCAAQET MOA IOPUCAMKLLMIO POCCUMMCKOM PeaepaLmn.

6. OTBETCTBEHHOCTb

6.1. TTOAb30OBATEAb MPM3HAET, 4TO HAPYLLEHUE C €O CTOPOHbI AKKOOrO M3 AULLEH3UOHHbIX YCAOBMIA
MOXET MPUYMHUTLE CEPLE3HBIM U HEMOAAQIOLLIMMNCS oLeHKe yLLep®. NMOAb3OBATEAL AQET CBOE
COTFAQCME HA TO, YTO B CAYYCOE HAPYLLEHMS MM ALOBOTO M3 AMLLEH3MOHHbBIX YCAOBMI K HEMY MOTYT
OblTb  MPUMEHEHbI  AlODbIE  MEPbI  OTBETCTBEHHOCTM,  YCTAOHOBAEHHbIE  AEMCTBYIOLLIMM
30KOHOAQTEABCTBOM Poccumckom Peaepaumm.

6.2. OTBETCTBEHHOCTb AMULEH3MAPA nepeA [lOAb3OBATEAEM OMPAHMYEHA  BO3IMELLLEHMEM
PEAABHOTO yLLLEPOAd B MPEAEAAX AULLEH3MOHHOTO BO3HAMNPOXKAEHMUS, yNAQ4eHHoro 3a MMO.

1-NO Weblock. WAF (Tapaa WAF) BKAIOYEHO B EAMHBIN PEECTP POCCUMCKUX MPOMPAMM AAS DAEKTPOHHbIX
BbIYMCAMTEABHBIX MALLMH M BA3 AQHHBIX (PETMCTPALMOHHLIM HOoMepP: 18869, aata perncTtpaumm: 05.09.2023
r.).
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